CCl penalizes WhatsApp and Meta for Abuse of Dominance

In a significant development, the Competition Commission of India (CCl) imposed a fine of INR 213.14 Crore (~USD 25.25
Million) on Meta Platforms, Inc. (Meta) and WhatsApp Inc. (WhatsApp) for certain contraventions of Competition Act,
2002 (Competition Act) by abusing their dominant position in the market for Over-The-Top (OTT) messaging apps through
smartphones in India. This alert summarizes the CCl’s order, highlighting key findings and takeaways.

BACKGROUND

1. InJanuary 2021, WhatsApp notified its users of an update in its Privacy Policy (2021 Policy),
which allegedly introduced changes to its terms of service. Unlike the 2016 policy update,
users were not given an option to opt-out of the new terms, particularly the provision
requiring data sharing with Meta (WhatsApp’s parent company) and its affiliates. The 2021
Policy stated that failure to accept the new terms would result in suspending or deleting the
user's account.

2. CCls inquiry. The CCl took cognizance of the 2021 Policy and, on March 24, 2021, initiated an
investigation against WhatsApp and Meta. The CCl observed that the 2021 Policy had a ‘take-
it-or-leave-it’ nature, coercing users into accepting the new terms, including the data-sharing
provision, or losing access to WhatsApp services.

3. In May 2021, WhatsApp in its letter to the Ministry of Electronics and Information Technology (MEITY) clarified that
users who did not accept the 2021 Policy could still continue using WhatsApp services. WhatsApp further explained
that the 2021 Policy was meant to provide clarity on its data collection and sharing practices, without expanding the
scope of data collected.

4. The CCl's inquiry focused on whether the 2021 Policy:

a. Imposed unfair conditions through its ‘take-it-or-leave-it’ nature, excessive data collection, and sharing of user
data;

b. Led to a denial of market access to competitors in the online display advertising market, as it enhanced Meta’s
position, given the collection of data through WhatsApp; and

c. Enabled Meta to leverage its dominance in the OTT messaging app market to protect its market share in the
online display advertising market.

CCI’S FINDINGS
1. Relevant Market. CCl defined two relevant markets:

a. Market for OTT messaging apps through smartphones in India. The CCl noted that OTT
messaging app services are different from the traditional communication methods like SMS, due
to features such as multimedia sharing, voice/video calls, and seamless integration across devices.

b. Market for online display advertising in India. The CCl noted that offline and online advertising
[E] markets are distinct in nature. Within the online advertising market, the CCl concluded that there
are two kinds of markets: (i) the market for online search advertising (ads displayed when a user
inputs a query in the search engine), and (ii) the market for online display advertising (ads
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displayed when a user is consuming content). The CCl found Meta to be a significant player in the online display
advertising market in India.

2. Dominance. The CCl found Meta (through WhatsApp) to be dominant in the market for OTT
messaging apps due to a high number of active users and their dependence on WhatsApp, high
entry barriers, and the positive network effects. The CCl assessed market position of WhatsApp of
using various metrics including: l.l.ll

a. Daily Active Users (DAU) - unique users who log in and engage with the app daily and
indicate growing popularity and user retention. As per the CCl, a high number of DAU
established WhatsApp’s strong network value and market position.

b. Monthly Active Users (MAU) - users who logged in and visited the service in the past thirty days. A high number
of MAU shows user engagement and retention over a period of time.

c. Ratio of DAU to MAU - The CCl also noted that a higher ratio of DAU to MAU reflects that every user visiting a
service once a month, is also accessing it on a more frequent basis. As per the CCl’s analysis, the ratio of DAU to
MAU for WhatsApp indicated that it is an integral part of its users’ daily routine.

3. Theories of harm.

A. The CCl found that Meta's actions violated Section 4(2)(a)(i) of the Competition Act by imposing unfair
conditions on users. The unfairness stemmed from:

i. Coercive terms. The ‘take-it-or-leave-it’ nature of the 2021 Policy, which according to the CCI, compelled
users to accept the new terms or lose access to WhatsApp services. Even though WhatsApp later clarified
the issue in May 2021, the CCl found that the sense of urgency created during the initial rollout led to a high
acceptance rate.

ii. Non-transparent data practices. The CCl noted that the scope of data collection and sharing under the 2021
Policy was unclear and that users were not provided with sufficient information regarding the purpose of
data collection. The CCl also noted that the data-sharing provisions within the Meta group were not
necessary for providing WhatsApp’s core services. As a result, the CCl held that WhatsApp’s reduced data
protection standards diminished service quality, harming consumers and violating competition law.

iii. Privacy as a non-price competition parameter. The CCl emphasized that privacy, as a non-price competition
parameter, is critical for users, especially in markets with zero-cost services. By reducing data protection
standards, the CClI found that the reduced quality of services harmed consumer welfare and raised entry
barriers for new competitors.

B. The CCl held that the 2021 Policy resulted in denial of market access and leveraging of dominant position under
Section 4(2)(c) and 4(2)(e) of the Competition Act.

i. The CCI held that the 2021 Policy enabled WhatsApp to collect more data of users and share it with Meta.
This, according to the CCl, enhanced Meta’s (i) capability to deliver more personalised and targeted
advertisements; and (ii) appeal as a partner to third-party advertisers. As a result, Meta generated higher
advertising revenues, which it can reinvest to enhance its platform services thus creating a positive feedback
loop that entrenches Meta’s dominant position in the social networking and private messaging markets.

ii. As Meta’s advertising becomes increasingly precise with more data, it (i) creates a "lock-in" effect, drawing
both users and advertisers deeper into Meta’s ecosystem and reinforcing its market dominance; and (ii)
increases “switching cost” for advertisers.

iii. The CCl observed that Meta engages in an “envelopment strategy” by bundling user data across services
which strengthen its position in the display advertising market.

iv. Meta’s ability, as a multiple-product ecosystem operator, to combine vast amounts of user data is difficult
for the new entrants in the online display advertising market to replicate. This, according to the CCI,
significantly raises entry barriers in the market, and constitutes denial of market access for rivals.

v. Additionally, the 2021 Policy allows Meta (through WhatsApp) to leverage its dominance in the OTT
messaging market to protect and consolidate its position in the display advertising market.
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PENALTY

Following the 2023 amendments to the Competition Act and the newly introduced Competition
Commission of India (Determination of Monetary Penalty) Guidelines, 2024 (Penalty Guidelines), CCl
imposed a penalty of INR 213.14 Crore (~USD 25.25 Million) on WhatsApp and Meta.

1. Global turnover vs India turnover. While the CCl rejected Meta’s arguments regarding the
retrospective application of the 2023 amendments to the Competition Act (which introduced the
concept of global turnover), it ultimately took into account the Indian turnover of Meta (from online display
advertising) and WhatsApp for determining the penalty amount.

2. Calculation of penalty under Penalty Guidelines.

a. Relevant turnover.

i. For calculating relevant turnover, not only did the CCl consider the turnover in relation to the OTT messaging
services (i.e., the market where WhatsApp was considered as dominant), but also the turnover from online
display advertising services (i.e., the market position, which as per CCI, Meta attempted to protect by abusing
its dominance in the OTT messaging market) in India.

ii. Meta turnover. Consequently, the CCI did not restrict itself to the relevant turnover of WhatsApp alone,
but also took into account relevant turnover of Meta (citing Meta’s control over WhatsApp and other
linkages between the two entities), and accordingly it took into account Meta’s revenue from online display
advertisement in India as well.

b. Penalty determination. Under paragraph 3(1) of the Penalty Guidelines, the CCl can take up to 30% of the
relevant turnover as a base. In this case, it took 4% of the relevant turnover as a starting point. However,
considering certain mitigating factors, it reduced the penalty by a certain percentage in terms of paragraph 3(2)
of the Penalty Guidelines.

The CCl issued following remedial measures on Meta to be complied within 3 (three) months:

1. Data-sharing ban. A five-year ban on sharing of users’ WhatsApp data with other Meta

companies for advertising purposes. After this period, the directions at 2(b) and 3 will : E
apply mutatis mutandis for data sharing for advertising purposes. E =

2. Data sharing transparency. For sharing of WhatsApp data with Meta companies for non-
advertising purposes:

a. WhatsApp policy must include detailed explanations for user data sharing along with purpose of data sharing
linking each type of data with its corresponding purpose; and

b. WhatsApp must not make user data sharing terms (for purposes other than providing WhatsApp services) a
prerequisite for users to access WhatsApp.

3. Opt-out option. For sharing of users’ data not related to WhatsApp core services, WhatsApp must grant users an
option to opt-out and also review and modify their choice at a later stage.

KEY TAKEAWAYS

1. Continued focus on the tech sector. The order highlights the CCI’s ongoing scrutiny of tech
companies, particularly those operating in data-driven markets. \ | P

2. Jurisdictional boundaries. The CCl affirmed its jurisdiction over data practices, especially those ™ O/
that distort competition through exclusionary or exploitative tactics. The CCl also clarified its - -
role in regulating practices with respect to collection of non-personal but competition-sensitive - | = ™
data (including anonymized and aggregated user data), which may fall outside the scope of the -
personal data protection framework under the Digital Personal Data Protection Act, 2023
(DPDP Act).
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3. Privacy as a competition parameter. Privacy is now recognized as an important non-price competition factor,
particularly in relation to zero-cost services. The CCl’s order re-affirms the 'special responsibility' of dominant
companies which need to ensure transparency and fairness in their data practices to avoid violating competition laws.

4. Consumer welfare and quality of services. Consumer welfare extends to privacy and practices that lower data
protection standards can reduce service quality, thereby violating competition law.

5. Data collection and data sharing. In effect, dominant entities must comply with some of the core underlying
principles of the DPDP Act even if it is yet to be enforced, to avoid violation of the Competition Act. For example, it is
important that data collection (whether personal or not) policies are transparent and clearly set out. Excessive data
sharing not necessary for providing core services will attract regulatory scrutiny.

6. User autonomy. Use of coercive terms by dominant entities regarding data collection and sharing are likely to attract
scrutiny unless such practices are necessary to provide core services.

7. Low threshold for abuse. The CCl’s analysis suggests that increasing market power facilitated through data-collection
and obtaining a competitive edge may in itself amount to abuse or denial of market access. On the requirement to
undertake an 'effects analysis', the CCl noted that the principle does not require to show that anti-competitive effects
have materialized. This appears to be at odds with the ruling of the appellate tribunal (i.e., National Company Law
Appellate Tribunal) in Google v. CCI, 2023.

8. High threshold for pro-competitive justification. Any pro-competitive justification including efficiency gains
associated with data collection and sharing policies must meet a high threshold - it is unclear what the threshold is.
What is clear though is that efficiency gains for advertisers, in this case, at least was not sufficient as the CCl notes
those efficiency gains and yet finds Meta in contravention of the Competition Act.

We hope you have found this information useful. For any queries/clarifications please write to us at insights@elp-in.com

or write to our authors:

Ravisekhar Nair, Partner — Email -ravisekharnair@elp-in.com

Parthsarathi Jha, Partner — Email - parthjha@elp-in.com

Abhay Joshi, Partner — Email - abhayjoshi@elp-in.com

Bhaavi Agrawal, Associate — Email - bhaaviagrawal@elp-in.com

Disclaimer: The information provided in this update is intended for informational purposes only and does not constitute legal opinion or advice.
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