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ABOUT US  

Set up in 2001 with the aim of bringing 

together a diverse set of professionals 

to deliver effective solutions for clients, 

Economic Laws Practice (ELP) is today a 

leading full-service law firm in India 

with 200+ professionals – lawyers, 

chartered accountants, cost 

accountants, company secretaries and 

economists – assisting clients on 

transactional, advisory, litigation, 

regulatory, and tax matters. 

 

OUR JOURNEY  
 

2001 
Start of our journey in Mumbai 
5 professionals 

2003 
New Delhi office is set up 
17 professionals across offices 

2007 
Office opens in Ahmedabad 
36 professionals across offices 

2008 
Office opens in Pune 
Overall strength of 52 professionals 

2013 
Bangalore and Chennai offices open 
ELP crosses the 100 mark and is 
home to 108 professionals 

2015 
156 professionals overall 
Ranked in top-10 Indian law firms 

6 offices pan-India 
200+ professionals 
Full-service offering with 14 practice 
groups & sector-focused teams 
India -based member firm for 
Taxand network 

 

2019



SETTING THE CONTEXT 

 

Data is the new currency in today’s digital economy. The overarching potential of 
data and its crucial role as a corporate asset cannot be emphasised enough. This is 
especially pertinent for service providers, for whom the advent, development and 
trading of ‘big data’ has revolutionized targeted delivery of goods and services. 
There is a clear expectation that important data be available 24 hours a day, 7 days 
a week, 365 days a year. This brings with it the need for a robust data privacy & 
protection strategy. 

 

 

In 1995, the European Union released the European Directive 95/46/EC (“EU 
Directive”), which sought to harmonise the protection of fundamental rights and 
freedoms of natural persons in respect of processing activities and to ensure the 
free flow of personal data between member states. Further, Article 8(1) of the 
Charter of Fundamental Rights of the European Union and Article 16 (1) of the 
Treaty on the functioning of the European Union provide that everyone has the 
right to the protection of personal data concerning them. 

 

 

On May 25, 2018, the European Union’s General Data Protection Regulation 
(“GDPR”) came into force, replacing the former 1995 EU Directive. In its basic 
essence, GDPR imposes transparency and accountability in the collection and use 
of data. It also confers certain specific rights upon natural persons to prevent 
unnecessary collection of data. 

 

 

In India,  the Information Technology Act, 2000 and the rules framed thereunder, 
presently set out the data protection mechanism. In addition to the above, the 
respective sectoral regulators (Telecommunications, Banking, Medicine & 
Healthcare, Insurance), the RTI Act 2005 and the Aadhaar Act, 2016 guide data 
privacy measures on a piecemeal / segmented basis. 

 

 

In 2017, the decision of the Hon’ble Supreme Court in Justice K S Puttaswamy 
(Retd.) v. Union of India, triggered a significant shift in the domestic data privacy & 
protection regime by recognising the Right to Privacy - in the context of inter-alia, 
informational privacy - as a Fundamental Right for citizens of India. 

 

 

With a view to introducing a comprehensive data protection mechanism, the expert 
committee formed under the chairmanship of Justice Srikrishna released a white 
paper (in November 2017) outlining the issues which require incorporation under 
law. In its white paper, the Srikrishna Committee looks at not only the EU’s GDPR, 
but also data protection laws from the United States, Canada, South Africa, 
Australia and the UK.  

 

 

The draft of the Data Protection bill by the Justice Srikrishna committee is expected 
to be introduced shortly. One is yet to see whether the draft maintains the nuances 
of the Indian business scenario, whilst simultaneously maintaining conformity with 
global privacy standards. As the landmark data protection laws come into play, 
businesses need to keep a 360° view of the Indian and global legislations to be 
universally compliant. 

 

 

From Bring Your Own Device (“BYOD”) policies, to local data storage, data on smart 
devices, offshore data access and transfers, data breaches, security concerns, and 
third party activities to compliance requirements with standards in respect of 
collection, processing of data, companies now need to think through a host of 
considerations that may potentially create business risk as well as attract severe 
liability. 

 

 



WHAT WE OFFER 

 
Data Privacy is critical not only for the sectors which actively deal with data, including e-commerce 
companies, social networks, IT outsourcing units but could also greatly impact other businesses in 
sectors including hotels and hospitality, insurance, B2C sales, telecom, life sciences, etc . Additionally, 
even the entities which seek investment from offshore individual investors need to be mindful of the 
data protection norms while collecting and storing KYC and other information from such investors.  

Many Indian conglomerates have subsidiaries outside India and could be accessing data of such 
subsidiaries including data of the customers and employees of such subsidiaries from India. Such access 
also needs to be in compliance with the applicable data protection regulations. 

 
 
 

 
  

Advisory

•Implementation of a strategic 
plan for data protection program 
based on the industry

•Transfer of data in cross-border 
mergers and acquisitions

•Data breach scenarios and other 
data security concerns

•Consumer rights and consumer 
protection regime

•Issues surrounding treatment of 
employee data

Audit
•Reviewing the existing privacy 

policies and procedures to 
identify possible compliance 
gaps; streamlining these with 
applicable legal requirements

•Data localisation for cross-
jurisdiction compliance

Regulatory Support
•Responding to potential 

allegations of non-compliance 
from regulatory authorities

•Data disclosure requests from 
investigation agencies

•Making representations to 
regulatory authorities to bring 
forward the views of the 
stakeholders

Contentious Matters 
and Litigation Support
•Complaints  from users 

regarding data and security 
breaches

•Objections raised and challenges 
to the privacy or security policies 
implemented

•Data security and legal 
compliance investigations



G
D
P
R
: 
A
N 
O
V
E
R
V
I
E
W 

 
 
 
 
 
 
 
 
 
 
 
 
 

 
 
  

 

 
adopted by the 

European Parliament, is the latest, and the most comprehensive, regulatory 
development in the realm of data protection and informational privacy. 

GDPR is not only applicable to businesses operating in 
European Union (“EU”), but also extends its territorial reach to businesses 
operating outside the EU if they ‘process’ personal data of EU subjects and 
where the processing activity relates to (a) offering of goods or services 
(including for free) to data subjects in EU; or (b) monitoring their behaviour 
if the behaviour takes place within the EU. The obligation to comply with the 
above principles is not only on the entity collecting personal data of EU 
subjects but also the entity which stores, transmits, alters and uses such 
personal data on behalf of the data controller. 

One of the ways in which data 

processing will be considered lawful under GDPR is when the data subject 
has given consent to the processing of personal data for one or more specific 
purposes. More specifically, the controller has to be able to demonstrate 
that the data subject has provided consent. 

:  A significant change brought in by the GDPR has 

been the specific recognition of certain rights of data subjects against data 
controllers and processors, such as the right of erasure, rectification of 
inaccurate data, restriction on processing of personal data etc. 

GDPR imposes substantial penalties in a staggered 
manner for non-compliance of the above principles. In case of a breach, an 
entity can be fined up to the higher of 4% of annual worldwide turnover and 
EUR20 million.  

 GDPR’s extra-territorial application could 
potentially have a significant impact on Indian organisations, making it 
critical for companies to analyse and assess whether GDPR is applicable to 
them. 

 

 

GDPR:  
AN OVERVIEW 



RECOMMENDED BEST PRACTICES FOR RISK IDENTIFICATION 
AND MITIGATION 

 

 
As first step, it is important for Indian organisations to analyse the applicability of data 

protection regulations to their business operations 

 

The sectors which process large quantum of data, such as IT and ITes services, Business 
Process Outsourcing (BPO) units and e-commerce companies may have additional 
compliance requirements which need to be identified 

 
Organisations need  to have dedicated teams in place to ensure compliances with data 
protection laws 

 
Collection, storage and transmission of personal data of employees needs special 
attention 

 
To meet consent requirements of data subjects as well as to deal with data breaches 
it is important to have Standard Operating Procedures (SOPs) in place 

 
Periodic employee training and awareness could play a large role in ensuring 
compliance with data protection laws 

 
Creating internal awareness about recognising the signs of data breach can help in 
identifying the data security breach without delay 

 
A  comprehensive response plan for data security breaches helps in identifying the 
steps required to restore the damage caused 

 
Given that malicious internal threat is far more damaging that external threat, 
organisations need to implement a security mechanism to deal with rogue employees 

 
Implementing robust data security measures and monitoring systems is the need of 
the hour 

 
Data transmission and data portability needs in depth scrutiny 

 

 
In case of cross border mergers and acquisitions, a specialised team should be engaged 
to ensure local law compliances 

 
Pseudonymisation of personal data to restrict risk of personal information being 
exposed and subsequent injury to data subjects. 

 

Engaging in best practices such as data minimisation and privacy by design, thereby 
limiting the amount of data collected to the amount required as well as incorporating 
methods of collection and processing which recognize the elements of informational 
privacy from its very inception. 
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   Follow us: 

 

 

@ELPIndia 

 

Economic Laws Practice 

Contact Us :  
elplaw@elp-in.com 
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Disclaimer: 
The reader of this document acknowledges that he of his own accord wishes to know more about Economic Laws Practice 
(ELP) and has requested ELP to provide this document for his own information and use. The reader further acknowledges that 
there has been no solicitation, invitation or inducement of any sort whatsoever from ELP or any of its members to create an 
Attorney-Client relationship through this document. 
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